
IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF DELAWARE 

UNITED STATES OF AMERICA ) 
) 
) 
) 
) 
) 
) 
) 

v. Criminal Action No. 13-78-GMS 

NATHAN LEROUX, 

Defendant. 

MEMORANDUM OF PLEA AGREEMENT 

Pursuant to discussions between the United States of America, by and through its 

undersigned attorneys, and the defendant, Nathan Leroux, by and through his undersigned 

attorney, the following agreement is hereby entered into by the respective parties: 

1. The defendant agrees to plead guilty to Count 1 of the Superseding Indictment, 

charging him with Conspiracy to commit the following offenses, in violation of Title 18, United 

States Code, Section 3 71 : 

a. Fraud and Related Activity in Connection with Computers (unauthorized 

access to a protected computer for commercial advantage and private financial 

gain), in violation of Title 18, United States Code, Sections 1030(a)(2)(C) and 

(c)(2)(B)(i) and (iii); and 

b. Criminal Copyright Infringement, in violation of Title 17, United States Code, 

Section 506(a)(l)(C), and Title 18, United States Code, Section 2319(d)(l) 

and (d)(2). 

The maximum penalties for this Offense of Conviction are: 5 years of imprisonment; a fine in 

the amount of the greater of $250,000 or twice the gain/loss; 3 years of Supervised Release; and 
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a $100 Special Assessment. 

2. The defendant acknowledges that the elements of Conspiracy to commit the 

foregoing offenses, as charged in Count 1 of the Superseding Indictment, are as follows: 

a. That two or more persons conspired and agreed to commit an offense 

against the United States; 

b. The defendant was party to or a member of that agreement; 

c. The defendant willfully joined the agreement or conspiracy knowing of its 

objective to commit the following offenses against the United States: 

1. Fraud and Related Activity in Connection with Computers by 

intentionally accessing, without authorization, a protected computer 

used in or affecting interstate or foreign commerce and thereby 

obtaining information from that computer, namely network log-in 

credentials, personal data relating to network users, authentication 

keys, confidential and proprietary business information; financial 

information and intellectual property, including but not limited to trade 

secrets, for the purpose of commercial advantage and private financial 

gain, where the value of that information exceeds $5,000, in violation 

of Title 18, United States Code, Sections 1030(a)(2)(C) and 

(c)(2)(B)(i) and (iii); and 

11. Criminal Copyright Infringement by the distribution, for the purpose 

of commercial advantage and private financial gain, of works being 

prepared for commercial distribution, by making them available on 

computer networks accessible to members of the public, where the 
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defendants knew or should have known that the works were intended 

for commercial distribution, in violation of Title 17, United States 

Code, Section 506(a)(l)(C), and Title 18, United States Code, Section 

2319( d)( 1) and ( d)(2); 

d. That at some time during the existence of the agreement or conspiracy, at 

least one of its members performed an overt act to further the objectives of 

the agreement. 

3. The defendant understands that the District Court must consider the United States 

Sentencing Guidelines and the factors set forth in Title 18, United States Code, Section 3553(a) 

in determining an appropriate sentence. The defendant understands that the ultimate 

determination of an appropriate sentence will be up to the sentencing judge. The Court may 

impose a sentence which exceeds, falls below, or is contained within the sentencing range 

prescribed by the sentencing guidelines. The defendant expressly acknowledges that if the Court 

imposes a sentence outside the range set forth in the sentencing guidelines, or otherwise different 

than the defendant expected, or contrary to the recommendation of his attorney or the United 

States, the defendant will not be allowed to withdraw his guilty plea on that basis. 

4. At or about the time of sentencing, the Government will move to dismiss Counts 

2-14 and 16-17 of the Superseding Indictment, with prejudice, as against the defendant. 

5. Provided that the United States does not subsequently learn of conduct by the 

defendant inconsistent with acceptance of responsibility, the United States agrees to recommend 

at sentencing a two-level reduction for acceptance of responsibility under U.S.S.G. § 3El.l(a). If 

the defendant's offense level is 16 or greater, the United States will move for an additional one 

point reduction, pursuant to U.S.S.G. § 3El.l(a) and (b). 

6. Except as provided in Paragraph 5 regarding an additional one-level reduction 
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for acceptance of responsibility, the United States explicitly retains the right to make whatever 

recommendations at the time of sentencing that it believes are appropriate and to defend the 

rulings of the district court. 

7. The defendant agrees to pay the $100 special assessment on the day of 

sentencing. If the Court orders the payment of any fine as part of the defendant's sentence, the 

defendant agrees voluntarily to enter the Inmate Financial Responsibility Program through which 

the Bureau of Prisons will collect a portion of the defendant's prison salary and apply it on the 

defendant's behalf to the payment of the outstanding debt ordered. 

8. Upon conviction of the offense of Conspiracy to Commit Computer Fraud and 

Criminal Copyright Infringement, as alleged in Count 1 of the Superseding Indictment, the 

defendant shall forfeit to the United States pursuant to Title 18, United States Code, Sections 

981(a)(l)(C), 981(b), 1030(i), 1030(j), 2323(b); Title 17, United States Code, Sections 506(b) 

and 509(a); and Title 28, United States Code, Section 2461(c): 

a. any interest in any personal property that was used and intended to be used 

to commit and to facilitate the commission of the criminal violations 

charged in Count 1 of the Superseding Indictment, and any property, real 

and personal, constituting and derived from, any proceeds that any 

defendant obtained, directly and indirectly, as a result of such violations. 

b. all copies manufactured, reproduced, distributed, sold, or otherwise used, 

intended for use, or possessed with intent to use in violation of the offense 

under Section 506(a), and all plates, molds, matrices, masters, tapes, film 

negatives, or other articles by means of which such copies may be 

reproduced, and all electronic, mechanical, and other devices for 

manufacturing, reproducing, and assembling such copies, and any 
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property used, or intended to be used in any manner or part, to commit or 

facilitate the commission of the offense of conviction. 

Such forfeited property shall include, but not be limited to, the following: 

a. Hewlett Packard Desktop Computer, SIN: MXU9470MSK; 

b. Apple Mac Laptop Computer; SIN: C02ZJIF5WDQ1; 

c. Hitachi 120 GB hard drive; 

d. XBox 360 sin 163443783505; 

e. XBox 360 sin 070685273207; 

f. XBox 360 sin 449267320405; 

g. Playstation 2 , PT235488000, sin U3548800; 

h. Black Sony PS3 sin CF557720444-CECH-3001B; 

1. MacBook Pro sin c02JIF5WDKQ1 and MagSafe Power Adapter; 

j. XBox Kinect serial #166998312905; 

k. Dell computer sin SQ41Pml I service tag 6Q41PM1; 

I. Black Xbox 360 console sin 150370500405 (no hard drive); 

m. White Xbox 360 console sin 3060651 61705 (no hard drive); 

n. Seagate SV35.2 750 GB Hard Drive, SN 5QD5R027; 

o. Dell Inspiron 1545 Laptop wl power cable and wireless mouse; 

p. Verbatim DVD-R Labeled XELL XDR; 

q. Motorolla Cell Phone XT912 MSN: M7268J33MC; 

r. LG CELL PHONE; 

s. 80 GB iPod; 

t. Ativa 8 GB Thumb Drive; 
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u. Black CD Case (Case Logic) w/ 30 DVDs; 

v. Sony PSVITA Model PCH-1101; FCC ID AK8PCH61A; 

w. LG Cell Phone- Verizon SN: OOBCYJZ1949716; 

x. Samsung HD - SN: SOA8J50L549998; 

y. Memory Card from Olympus Camera K9Sl208VOM-SSBO; 

z. Xbox Hard Drive X804675-003 (MW3 LOBBIES); 

aa. Xbox 360 Memory Unit; 

bb. Xbox 360 Hard Drive X804675-003; and 

cc. 2 CDs. 

9. If any of the property described above, as a result of any act or omission 

of the defendant: 

a. cannot be located upon the exercise of due diligence; 

b. has been transferred or sold to, or deposited with, a third party; 

c. has been placed beyond the jurisdiction of the court; 

d. has been substantially diminished in value; or 

e. has been commingled with other property which cannot be divided 
without difficulty, 

the United States of America shall be entitled to forfeiture of substitute property pursuant to Title 

21, United States Code, Section 853(p) (as incorporated by Title 18, United States Code, Section 

982(b)(l) and Title 28, United States Code, Section 2461(c)). 

10. The defendant further agrees to waive all interest in the assets identified in 

Paragraph 8 in any administrative or judicial forfeiture proceeding, whether criminal or civil, 

state or federal. The defendant agrees to consent to the entry of orders of forfeiture for such 

property and waives the requirements of Federal Rules of Criminal Procedure 32.2 and 43(a) 
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regarding notice of the forfeiture in the charging instrument, announcement of the forfeiture at 

sentencing, and incorporation of the forfeiture in the judgment. The defendant acknowledges 

that he understands that the forfeiture of assets is part of the sentence that may be imposed in this 

case and waives any failure by the court to advise him of this, pursuant to Rule 11 (b )(1 )(J), at the 

time his guilty plea is accepted. Pursuant to Rule 32.2(b)(3), the defendant will promptly 

consent to the preliminary order of forfeiture becoming final as to the defendant before 

sentencing if requested to do so. 

11. The defendant knows that he has, and voluntarily and expressly waives, the right 

to file any appeal, any collateral attack, or any other writ or motion after sentencing - including, 

but not limited to, an appeal under 18 U.S.C. § 3742 or 28 U.S.C. § 1291, or a motion under 28 

U.S.C. §2255. Notwithstanding the foregoing, the defendant reserves his right (1) to file an 

appeal or other collateral motion on the grounds that he received ineffective assistance of 

counsel; and (2) to appeal his sentence if: (a) the government appeals from the sentence, (b) the 

defendant's sentence exceeds the statutory maximum for the offense set forth in the United 

States Code, or ( c) the sentence unreasonably exceeds the Sentencing Guidelines range 

determined by the District Court in applying the United States Sentencing Guidelines. 

12. It is further agreed by the undersigned parties that this Memorandum constitutes 

the entire agreement between the parties, except as may be modified by written agreement 

executed by all of the undersigned parties; that this Memorandum supersedes all prior promises, 
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representations, and statements of the undersigned parties; and that any and all promises, 

representations, and statements made prior to or after this Memorandum are null and void and 

have no effect whatsoever. 

LESLIE R. CALDWELL 
ASSISTANT ATTORNEY GENERAL 
U.S. DEPARTMENT OF JUSTICE 
CRIMINAL DIVISION 

es Silver 
Trial Attorney, Computer Crime & 
Intellectual Property Section 

'f-~ 
Nathan Leroux 
Defendant 

- ) ., ... -. I -µ:;;~"' 
Dated: ~,"2t)tzf 

--

CHARLES M. OBERLY, III 
UNITED STA TES ATTORNEY 

By:~ 
Edwarcu:narew 
Assistant United States Attorney 

P ter A. Levin, Esq. 
Counsel for Defendan 

AND NOW this 
r~ 

j. !7 day of _~_="J\"-'c,----' 2014, the foregoing Memor 

Agreement is hereby (accepted) (rejected) by the Court. 
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